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	Specification
	Ref
	Discussion
	Possible Procurement language

	Create  logs
	D1.7.4
D1.2.6
D 2.2

	The product must produce logs about its activities.

	The product records certain events such as user activities(i.e. times/dates of logins and login attempts, last used)  configuration changes, execution of privileged functions and security events.
The log file should be configured to allow collection and archiving.



	Guest/Well known accounts
	D1.2
	These can serve as a back door into the system and must be dealt with.

	The Vendor should recommend which accounts need to be active and those that can be disabled, removed, or modified. DCPP should approve in writing the Vendor’s recommendation. 



	Role based authentication
	D1.2
D1.6
D1.3.5
	At least…Normal Role; Privileged Role; Security Role; Admin Role 
No escalation of privileges, least privileges

	The Vendor should provide role based authentication with configurable access and permissions associated with the defined role.  The Vendor should provide a mechanism for assigning and changing user(s) role associations. 
The Vendor should adhere to least privileged permission schemes for all user accounts, user roles, and application-to-application communications. 
The Vendor should verify that a user cannot escalate privileges, under any circumstances, without logging into a higher-privileged role first (user must be logged in a administrator to change user priveleges). 
The Vendor should provide documentation defining access and security permissions, user accounts, applications, and communication paths with associated roles. 


	System Use Notifications 
	D1.8
	Display warnings.


	The Vendor should supply a user configurable message that will display on the screen when the user logon.  This “System Use Notification” message should appear before granting system access to the users.  User action, such as hitting the return button, should be required to remove the warning and continue with logon.


	Session Management
	D1.2
D1.7
D1.9
D1.10
	User credentials not in the clear; lock sessions after some time, 


	The Vendor should not permit user credentials to be transmitted in clear text. 
The Vendor should not allow multiple concurrent logins, applications to retain login information between sessions, provide any auto-fill functionality during login, or allow anonymous logins. 
The Vendor should provide user account-based logout and timeout settings.  The user account should display previous logon information to the user during the logon process.
The Vendor should provide adjustable logon attempts before the user account is locked out.  Administrative authority would be required to clear the lock out. 


	Password Requirements
	D4.3
	



	The Vendor should provide a configurable account password management system that allows for selection of password length, frequency of change, setting of required password complexity, number of login attempts, inactive session logout, screen lock by application, and denial of repeated or recycled use of the same password. 
The Vendor should not store passwords electronically or in Vendor-supplied hardcopy documentation in clear text unless the media is physically or password protected. 



Vendor Requirements

	Requirement
	Ref
	Discussion
	Suggested Procurement Language

	General Expectations
	
	
	The Vendor should agree in writing that the terms of this Contract  apply to Vendor's employees, as well as to third party contractors and subcontractors that will be employed by Vendor for this Contract.
The Vendor should provide documentation on how DCPP control system security will be maintained in the event the Vendor leaves the business (e.g. procedures, escrow agreements).
The Vendor should identify in writing an individual to serve as the Cyber Security Lead throughout the contract period.


	Safe Development Environment
	
	The product needs to be protected from surreptitious activity and malware while being developed. 
	The Vendor should provide written evidence as to how the Vendor has established a secure development environment that provides high assurance that the products delivered have been protected against malicious and non-malicious acts.   This evidence should describe how the Vendor's development environment is isolated from their business network environment, and how the Vendor's business environment is protected from the internet.
The Vendor should have a Physical Security plan that provides high assurance that DCPP assets are protected during Vendor possession from unauthorized access.  The Vendor should supply evidence the plan has been implemented.


	Unnecessary services & Programs are removed
	D.5.1
	The vendor must ensure the machines supplied to PG&E have had unnecessary programs and services removed prior to installation.
Where PG&E is supplying the machine, the vendor needs to have a list of programs and services required of their software.
	The Vendor should provide documentation detailing all applications, utilities, system services, scripts, configuration files, databases, and all other software required and the appropriate configurations, including revisions and/or patch levels for each of the computer systems, including firmware associated with the system.
The Vendor should provide a listing of services required for interfacing with the system applications. The listing should include all ports and services required for normal operation as well as any other ports and services required for emergency operation. The listing should also include an explanation or cross reference to justify why each service is necessary for operation.
The Vendor should verify and provide documentation that all services are patched to current status.


	Host Intrusion Detection System
	D5.2
	Install a HIDS on machines supplied to PG&E where practical and does not adversely impact the CDAs SSEP functions.   
	The Vendor should provide a configured HIDS and/or provide the information to configure a HIDS to include, but not be limited to, static file names, dynamic file name patterns, system and user accounts, execution of unauthorized code, host utilization, and process permissions sufficient for configuring the HIDS. 
The Vendor should configure the HIDS such that all system and user account connections are logged using storage that is “append only” to prevent  alteration of records. 


	Changes to File System & operating system permissions 
	D5.3
	Most systems are too permissive out of the box.  Least privilege needs to be applied. 

	The Vendor should configure hosts with least privilege file and account access, and provide documentation of the configuration. 
The Vendor should configure the necessary system services to execute at the least user privilege level possible for that service and provide documentation of the configuration. 


	Hardware configuration 
	D5.4
	Unsecured hardware is very vulnerable to attack. 

	The Vendor should disable, through software or physical disconnection, all unneeded communication ports and removable media drives, or provide engineered barriers, and provide documentation of the results. 
The Vendor should password protect the BIOS from unauthorized changes unless it is not technically feasible, in which case the Vendor should document this case and provide mitigation measures. 
The Vendor should configure the system to allow the system administrators the ability to re-enable devices if the devices are disabled by software and provide documentation of the configuration. 
All Vendor provided equipment should be compatible with the DCPP network it resides in.  It should also be capable of supplying information to DCPP security and event management systems.
The Vendor should supply a full description of the configuration of the product in the event the product fails.  This is referred to “Failing in a Known State”.  The Vendor should list the functions the product should continue to provide, if any, if it fails to do its primary functions.


	Operating System, application and third party software updates.
	D5.5
	Patches and software updates are normal business practices

	The Vendor should provide details on their patch management and update process. Responsibility for installation and update of patches should be identified. 
The Vendor should document in writing to DCPP all third party software used in the software, including all libraries, frameworks, components, and other products, whether commercial, free, open-source, or closed-source.


	Flaw Remediation
	E3.2
	Awareness of application vulnerabilities, particularly security-related flaws, is needed in a timely fashion. Guidance about corrective actions, fixes, or monitoring is needed to mitigate all vulnerabilities associated with the flaw. Auditable history of flaws and remediation steps are required to roll back patches. 



	The Vendor should demonstrate they have a process to inform DCPP in writing of flaws with any of the products supplied by the vendor in a timely fashion.  The Vendor should also provide guidance to  DCPP about corrective actions, fixes, or work-a-rounds.  Instruction on monitoring for vulnerability exploits associated with the flaw should be supplied.
The Vendor should provide documentation demonstrating the existence of a program to discover any flaws and exploits associated with the products supplied to DCPP. 
The Vendor should demonstrate a process to inform DCPP in writing of any flaw with any third party products supplied by the Vendor.  Guidance about corrective actions, fixes or workarounds should also be provided.  Instructions on how to monitor for exploits should also be provided
The Vendor should have a process for users to submit problem reports and remediation requests for resolution. The process should include tracking history and corrective actions status and reporting.   
The Vendor should review and report their initial action plan within 24 hours of submitting the problem reports. 
The Vendor should protect problem reports regarding security vulnerabilities from public discloser and notify Purchaser of all problems and remediation steps, regardless of origin of discovery of the problem. 


	Supply chain Protection
	E11.2
	The product must be protected for supply chain threats.
	The Vendor should document how their products and their development environment are protected from its third party suppliers.  
The Vendor should have a written policy to ensure a high assurance that Supplier products are genuine, and free of malware and unauthorized code. 
The Vendor should have a policy regarding Supplier personnel access to the Vendor's system. 
The Vendor should take steps to ensure the product is not tampered with during transportation.



	Trustworthiness
	E11.3
	CDAs must meet defined levels of trustworthiness and requires that software developers employ software quality and validation methods to minimized flawed or malformed software.
	Vendor should provide and follow a set of secure coding guidelines. These guidelines should indicate how code should be formatted, structured, commented and how error are handled. All code should be thoroughly commented. 
The Vendor should have all code reviewed by at least one other developer against the security requirements and coding guideline before it is considered ready for test.  Results of the review should be made available upon request.
The Vendor should provide written documentation detailing their application development, patch management, and update process. The documentation should clearly identify the measures that should be taken at each level of the process to develop, maintain, and manage the software securely.
The Vendor should use a source code control system that authenticates and logs the team member associated with all changes to the software baseline and all related configuration and build files.
The Vendor should ensure that all members of the development team have been successfully trained in secure programming techniques. Specific guidance on avoiding common security vulnerabilities should be included. 


	Integrate Security Capabilities
	E11.4
	To ensure new acquisitions incorporate security controls. 
	The Vendor has a documented Cyber Security Strategy with evidence demonstrating that the strategy has been implemented. 
The Vendor should track all security issues uncovered during the entire software lifecycle, whether a requirements, design, implementation, testing, deployment, or operational issue. The risk associated with each security issue should be evaluated, documented, and reported to Purchaser as soon as possible after discovery.

Vendor has a CS awareness program, is aware of advances in CS protection and has incorporated lessons learned into their program and products, 


	Developer Security Testing
	E11.5
	Require developers/integrators have a security test and evaluation plan to ensure products are free of testable vulnerabilities & malicious code.
	Vendor has implemented a testing and evaluation plan to ensure products are free from known vulnerabilities and malicious code.  The plan and results are auditable by PG&E.
The Vendor should have a documented and effective behavior observation program to ensure personnel remain trustworthy.
The vendor should demonstrate how they protect DCPP information if vendor employees with knowledge of DCPP control system leave the Vendor.  
Vendor should demonstrate that all members of the project team have passed an appropriate background investigation that included a credit check and a local and national criminal background check.


	
	
	


	



*Any Specification listed here may be waived if it will adversely impact nuclear safety. For instance, if password protecting a controller would delay an operator from taking the controller to manual, the password requirements may be waived, per 10 CFR 73.58.
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