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Ol's Mission

Responsibilities outlined in

Title 10 of the CFR, Part 1.36, “Office of Investigations”

Conduct investigations of allegations of wrongdoing

Maintain current awareness of inquiries and inspections
by other NRC offices

Make appropriate referrals to the Department of Justice

Liaise with other agencies and organizations, both
domestic and international, to ensure the timely
exchange of information of mutual interest

« Counterfeit, Fraudulent, and Suspect ltems
(CFSI)

« Counter Proliferation of Sensitive Technologies and
Materials



Ol’'s Mission

The Ol is commitied to combatting the

infroduction of counterfeit parts into the
nuclear supply chain through strategic

partnerships with internal and external

stakeholders, both domestically and
globally




10 CFR 50, APPENDIX A
General Design Criteria

“...Systems, Structures,
And Components (SSC)
designs must provide
reasonable assurance
that the facility can be
operated without undue
risk to the health and
safety of the public”

CODE OF FEDERAL REGULATIONS




COMMERCIAL GRADE
DEDICATION

“An acceptance process undertaken to provide

reasonable assurance that a commercial grade item
to be used as a basic component will perform its intended
safety function and, in this respect, is deemed equivalent
to an item designed and manufactured under a 10 CFR

Part 50, appendix B, quality assurance program.”
~ 10 CFR 21




Raising Awareness

FISCAL YEAR 2017 IPR SEIZURE STATISTICS

BY NUMBER OF SEIZURES

FY2017 TOTALS:

34,143 - NUMBER OF SEIZURES
$1,206,382,219 - MSRP

SHIPPING TOP PRODUCTS
ENVIRONMENT SEIZED BY

BY NUMBER R NUMBER
OF SEIZURES g OF SEIZURES

hmm 262

CARGO ALL OTHERS 14%
20,417 -
EXPRESS ALL OTHERS 1,106
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Online buyer,
beware of fakes

Dangerous counterfeit market thrives on the Web
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National IPR Center









Increasing CFSI Vulnerabilities

Internal:

« Mergers & Acquisitions

* Personnel changes

» Cost drivers

« Obsolescence

« Changes in manufacturing technology
« |P theft

External:
« Sourcing changes
o global supply chain, diminishing suppliers, distribution issues
« eCommerce €bogus websites
» Global supply & demand
« Cyber security & supply chain risk management (SCRM)

I 1]

« Changing norms € what's “good enough”



RESOURCES, ALLIES, and INFORMATION SHARING




CFSI - A Proactive Approach

« Partnership with industry to fight CFSI
Get ahead of the problem before it becomes a problem
Education and awareness at the right levels throughout industry
What to do to prevent CFSI from entering the supply chain
What to do when CFSl is detected

+ Partnership world-wide
Promoting increased CFSI reporting in IAEA/IRS
National Intellectual Property Rights Coordination Center
Exchanging and sharing information and best practices
Building tools to connect industry with OEM and associations



The power of the crowd



02/2019 - (distributor) delivered 225
suspect CFSI pieces of Timken p/n
17118-902A2 [Tapered Roller Bearing
with Cone Spacer] to (fabricator).

Timken has 15 Rollers
VSs.
suspects have 17 Rollers

Timken has no record of ever producing this bearing with 17 rollers.

bearings and the cone are marked as Timken Corporation

Timken reported that the symbol between the 17118 and USA is the wrong
manufacturing facility

Timken does not make the 17118-902A2 Tapered Roller Bearing with Cone Spacer at
that location

No date code - date codes are standard with all Timken products

The markings around the front face of the cup are incorrect.




| Can’t Make This Stuff Up

« Timken confirms all 225 pieces are counterfeit
 (fabricator) quarantined items & replacement bearings were re-ordered
 (distributer) states in response letter back to the (fabricator):
o “The reason why | choose supplier outside of USA is time frame of
the order.”

o “...checked all Timken supplier and couldn’t find any unit delivery less
than 6-8 mos.”

o “As the shipment was approved by your company | didn’t question the
following shipment.”

o “After | received your reject report. | tried to contact “Aces Bearing” by
phone and email but didn’t get any response from them.”

o “Your order is first time business with “Aces Bearing”. (Distributor) is
in business more than 14 years and it was happened first time.”

« (distributer) has yet to acknowledge shipment of counterfeit parts
o Fed program requires a response within 15 days after notification




| Can’t Make This Stuff Up
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| Can’t Make This Stuff Up

LOCAL LARGE-SCALE IMPORT BEARING DISTRIBUTOR

WITH THE HIGHEST REPUTATION IN THE INDUSTRY

G FGALUYFRYTIEANGRLO BRANDBEARINGS &

About Us

devotes o providing our customers with the world's leading
brand bearings. which are of superior quality and served in most industries market.
Our mass stock enable us to provide quick delivery 10 meet your requirement in time.
Also, we have many professional and technscal personnel and related advanced
equipment.
The bearings we offered will be strictly identified before being delivered, which may
undergo the examination of their quality, capabiity, and cost performance.
For the bearings and other transmission components you demanded, we always here
to serve you with convenient supply. technical support and solutions.

has mass stock of bearings, and we work at full stretch to
make your machine running smoothly.

Vision & Mission

In the face of a more challenging era, many tough issues emerges, including the
specialization of requirements and technological breakthroughs in industrial society
workdwide. We endeavor 10 achieve our dream as a multi-functional specialty trading
company that widely contributes to industnal socety, provide our customers with hagh-
functionality products and respond quickly o changes in the tmes
Customers are always our first priority. They are the reason why we are here.

‘We endeavor...

To keep in touch with Quality bearings producer.

To provide customers with demanded products

To make fast, competent and Customer-friendly supply and delivery senvice.

To offer customers with Quality products of competitive cost.

Qur Partners

FALG @ Koyo nNAcHi NSK NTN SKF  TIMKEN



i Counterfeit Example from Unauthorized

Sources — Gray Market
e

Destination: Counterfeit «  Well known Global Supplier sells (5) counterfeit
Start: Global Supplier EATON MCCBSs to Nuclear Utility for commercial
Points of Interest: Breaker Broker grade dedication (safety applications) .

. . Supplier provides their own packing slip with “certificate of
End: Nuclear Ut'"ty Operator conformance” for new products

Supplier accepts Supplier orders Broker ships Supplier delivers
order from utility ‘new” breakers from ) suspect breakers to suspect breakers to
for Eaton produc Broker Supplier nuclear utility
Nuclear utility places Service Group places  (§¢) Broker ships altered, Nuclear utility dedication
order with unauthorized order for NEW breakers = suspect, and counterfeit requires authentication
reseller with Breaker Broker breakers §¢) Counterfeit- breaker fails
¥ )
Supplier repacks and Eaton authentication
ships suspect/ §¢) Eaton testing identifies
counterfeit breakers =

breaker of unknown
origin

Law enforcement action
initiated — case ongoing



E:T-N Eaton’s PowerEdge | Tools
Molded Case Circuit Breaker Tool

Powering Business Worldwide

Scan MCCB QPC Code

Resulting Scan
(Serial #)

E:T-N

MCCB CBA Tool

Unique serial number Provides product specific

information and enables
authentication

1t | /1 b Tom Grace
http://poweredae.eaton.com/mecbtool/html/ir l

ex.htm Manager, Brand Protection
Eaton

1000 Cherrington Parkway

Moon Townshlp, PA 15108

412 893 3814
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Q SKF Avuthentication App

413 PM Ca 4118 PM Carrinr 4:28 PM

Instruction — Summary < Back Information

Product supplier name

Take clear and sharp photograph of ... S LA ol waon i B ki AN B

.. an overview of the packaging Bearing Supplles Lid

) Comment
h. Enter any commant or question about the product.
|
==
My / Difficult to mount and noice
=7 B
Your contact information
.. Of the sides of the package Company:  Bearing Co,
fedl i Sender: Jahn
= Email: john@bearings.com
|nm i |== =" “!5
Lﬁ Phane: +46123456780
E———
Country: Sweden

.. of any visible labels

@ Start @ Add photos



CFSI - Your Role

Counterfeiting is a erime and the industry is the victim
The choice is yours - choose wisely

o recognize reluctance to acknowledge & combat CFSI
- Stress due diligence

Collaboration is critical

Encourage efforts beyond what's required

o expose threats vs. hiding or ignoring them

o flush out bad actors, report their presence and keep them out of
the equation

o eliminate risks from the supply chain wherever and whenever
possible

o question erratic or unusual component failures



“ NEED NORE INFORMATIONze




CFSI| — NRC Resources

FANT
 ABOUT HRC Home = About NRC = Counterfest, Fraudulent, and Suspect lisms

Tne Commisgion

Counterfeit, Fraudulent, and Suspect ltems

The NRC requires U.5. nuclear power plants to use only those products and services exhibiting the highest
quality in agency-regulated activities. This has always been a comerstone in the NRC's mission of pratecting
Plane, Suoget, & Performance public health and safety, promoting the common defense and security, and protecting the environment

r power plants must verify the

Organization & Funclione

Govarming Laglsiation

during the civilizn use of radicactive materizls. Venders, suppliers and nuch

Lozatiang
guality of items destined for safery-relzted functions in WRC-regulated activities, Verification includes h / / / b - / f H h I
Jiils extensive inspections of an item's critical physical characteristics, combined with rigorous performanca 1.1. p S : v WW WO n rCo q OV' q OUT n rC' C S I . Tm

. to provide reasonzble assurance that parts will perform their intended safety funcions when

Vahzs testin
required to do so.
Commission Direction-Setling &

Policymaking Activities

e Each of the various NRC-regulated industry sectors use similar regulatory lznguage to mest the highest
Radiation Protection quality assurance standards for the products and services employed in NRC-regulzted activities. The NRC
Fie Protaction advocates a proactive approach to detect and prevent the intrusion of counterfeit, fraudulent, and suspect

items [CFSI) into agency-regulated equipment, compaonents, systems, and structures. The NRC routinely
Safaty Culure interacts with |zted companies, other federal agendies, international organizations, industry trade
associations {nuclear & industrial), and academia to stay zbreast of emerging CFSI trends,

°
Emergancy Sreparedness & Responsa The NRC inspection staff works with these outside or order to luats wul, bilities in h‘l“l. p S: / /WWW’ I p rc e n 1-e r’ q ov
7 R —— procurement processes and to share best practices for the prevention of CFSI in the supply chain, The NRC 77
Itams helds pericdic public werkshops to provide informatien 2nd updates on CFSI issues and to solicit industry
e feedback 2nd lessons lezrmed. Finally, the NRC participates in Nuclear Energy Agency [NEA) EEID and l - 8 66-D H S-2-I c E

International Atomic Energy Agency (IAEA) EXIE] meetings to share CFSI information and lessons learned
Cargreseianal AfEirs with foreign regulators,

How We Reguiate

Intermational Programe
= Guidance Documents and Background Information

State & Trimal Frograms = Saf Culture Policy Statement

Alternztive Dispute Resoiution Sragrame ¢ Presentations

Chil Rights The National Intellectuzl Property Rights Coordination Center EEM (IPR Center) stands at the forefront of

AbGtie Nl YOG ORI the United States rmment’s response to global intell | property {IP} theft and enforcement of its
internztional trade laws, The mission of the IPR Center is to ensure nationzl security by protecting the

Cantast Us public's hezlth and safety, the U.5. economy, and our war fighters, and to stop predatory and unfair trade

Cafedr Oppartuniiis practices that threaten the global economy. To accomplish this goal, the IPR Center brings together 23
partner agencies, including the NRC, in a task-force setting, The task force structure enables the IPR Center

Contracting Oppartunities to effectively leverage the resources, skills, and authorities of each partner and provide a comprehensive Dq n Pq sq u q I e r office of I n vestig a ti o n s

Grant Opgonunities response to IP theft,

e s A Sr. Reactor Systems Engineer
(301) 415-2498

Daniel.Pasquale@nrc.gov

Page Last Reviewed/Updsted Thursday, November 15, 2018



Plant Support Engineering: Counterfeit and
Fraudulent Items - Mitigating the Increasing
Risk, Revision 1 of 1019163 300200276

Plant Support Engineering: Counterfeit
and Fraudulent lems
Miigating the Increcsing Rik, Revision 1 of 1019163

Plant Support Engineering: Counterfeit
and Fraudulent ltems - A Self
Assessment Checklist 1021493

ideline for the Ac
lear S

i Plant Engineering: Guideline for the
Acceptance of Commercial-Grade Items
in Nuclear Safety-Related Applications -
Revision 1 to EPRI NP-5652 and TR-

102260 3002002982



() NUCLEAR ENERGY SERIES

Managing Counterfeit and Fraudulent Items in
the Nuclear Industry - NP-T-3.26

Procurement Engineering and Supply
Chain Guidelines in Support of Operation
and Maintenance of Nuclear Facilities -

NP-T-3.21




Oy Nuclear Energy Agency:
MDEP

Multinational Design Evaluation Programme
Common Position

= e CP-VICWG-04
FReT—. - 10/23/2018
MDEP Common Position Vendor Inspection Co-operation
CP-VICWG-04 Working Group
VICWG
R e S ASN — France

Common Position on Counterfeit, Fraudulent, and
Suspect Items Procedures and Policies

CNSC = Canada

KINS — South Korea
NRA — Japan

NNR — South Africa
NRC — United States
ONR — United Kingdom
STUK — Finland

https: / /www.cecd-nea.org/mdep /common-positions /cp-viewg-04.pdf
available for public use

Participation

Reguistors involved in the VICWG ASN, CNSC, KINS, NRA, NNR, NRC, ONR,
WOrking Group GiecusSi0ns. STUK

Reguiators which support the present
common position

Reguiators with no objection:

Reguiators which disagree:

Compatible with exstng related IAEA TECDOC 1169 Revision 1 (Draft)
documents: NEA/CNRA/WGOE report R2011-9

NEA/CNRA/WGOE Process for sharing of NCFSI-
related information and associated

©NOOKMLODN -




I3} Nuclear Energy Agency:
MDEP

I ——

?Q NEA @))OECD CP'VICWG'04

Duigs Dwe 23102015 General TOpiCS:

Common Postion
CP-VICWG-04 - Public Use

MDEP Common Position . Information & notification in the case of irregularities

CP-VICWG-04 (including safety culture )
Testing and materials (including sharing CFSI information)

R T B Coperos Wotos G e . Inspection of licensees, suppliers, and external parties
Common Position on Counterfeit, Fraudulent, and

Suspect Items Procedures and Policies (including identification of ““at-risk’”” procurements)

Control of commercial products used in safety-related
i applications (including quarantining of suspected items)

Regulators involved in the VICWG ASN, CNSC, KINS, NRA, NNR, NRC, ONR

s s s Gk . Enforcement (including response protocols & collaboration

Regulators v::nm support the present .

e - with Law Enforcement)
tors isagree:

Comocmuel with  existing  reiated rEATﬁCDOCHSSR:mm:‘(_Dan . . e P .

e e . Effective CFSI training for all level of participation

related infc and template

https:/ /www.cecd-nea.org/mdep /common-positions /cp-viewg-04.pdf
available for public use







