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Responsibilities outlined in 

Title 10 of the CFR, Part 1.36, “Office of Investigations”
• Conduct investigations of allegations of wrongdoing

• Maintain current awareness of inquiries and inspections 
by other NRC offices

• Make appropriate referrals to the Department of Justice

• Liaise with other agencies and organizations, both 
domestic and international, to ensure the timely 
exchange of information of mutual interest

• Counterfeit, Fraudulent, and Suspect Items 
(CFSI)

• Counter Proliferation of Sensitive Technologies and 
Materials 
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The OI is committed to combatting the 
introduction of counterfeit parts into the 
nuclear supply chain through strategic 
partnerships with internal and external 

stakeholders, both domestically and 
globally
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“…Systems, Structures,
And Components (SSC)
designs must provide

that the facility can be  
operated without undue  
risk to the health and  
safety of the public”



5

“An acceptance process undertaken to provide 

that a commercial grade item 

to be used as a basic component will perform its intended 
safety function and, in this respect, is deemed equivalent

to an item designed and manufactured under a 10 CFR 
Part 50, appendix B, quality assurance program.”

 10 CFR 21
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“I thought (the 
counterfeit 
market) was all 
about fake Louis 
Vuitton purses.”
Andy Shuttleworth
National IPR Center
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External:
• Sourcing changes 

o global supply chain, diminishing suppliers, distribution issues
• eCommerce bogus websites
• Global supply & demand
• Cyber security & supply chain risk management (SCRM)
• Changing norms  what’s “good enough”

Internal:
• Mergers & Acquisitions
• Personnel changes
• Cost drivers
• Obsolescence
• Changes in manufacturing technology
• IP theft



RESOURCES, ALLIES, and INFORMATION SHARING11
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 Partnership with industry to fight CFSI
• Get ahead of the problem before it becomes a problem
• Education and awareness at the right levels throughout industry
• What to do to prevent CFSI from entering the supply chain
• What to do when CFSI is detected

 Partnership world-wide
• Promoting increased CFSI reporting in IAEA/IRS
• National Intellectual Property Rights Coordination Center
• Exchanging and sharing information and best practices
• Building tools to connect industry with OEM and associations
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• Timken has no record of ever producing this bearing with 17 rollers.
• bearings and the cone are marked as Timken Corporation
• Timken reported that the symbol between the 17118 and USA is the wrong 

manufacturing facility
• Timken does not make the 17118-902A2 Tapered Roller Bearing with Cone Spacer at 

that location
• No date code - date codes are standard with all Timken products
• The markings around the front face of the cup are incorrect.

02/2019 - (distributor) delivered 225 
suspect CFSI pieces of Timken p/n 
17118-902A2 [Tapered Roller Bearing 
with Cone Spacer] to (fabricator).

Timken has 15 Rollers 
vs. 

suspects have 17 Rollers
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• Timken confirms all 225 pieces are counterfeit 
• (fabricator) quarantined items & replacement bearings were re-ordered 
• (distributer) states in response letter back to the (fabricator):

o “The reason why I choose supplier outside of USA is time frame of 
the order.”

o “…checked all Timken supplier and couldn’t find any unit delivery less 
than 6-8 mos.” 

o “As the shipment was approved by your company I didn’t question the 
following shipment.”

o “After I received your reject report. I tried to contact “Aces Bearing” by 
phone and email but didn’t get any response from them.”

o “Your order is first time business with “Aces Bearing”. (Distributor) is 
in business more than 14 years and it was happened first time.”

• (distributer) has yet to acknowledge shipment of counterfeit parts
o Fed program requires a response within 15 days after notification
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SKF Authentication App
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• Counterfeiting is a and the industry is the

• The choice is yours -

o recognize to acknowledge & combat CFSI

o Stress 

• Collaboration is 

• Encourage efforts what’s required

threats vs. hiding or ignoring them

bad actors, report their presence and keep them out of 
the equation  

from the supply chain wherever and whenever 
possible

erratic or unusual component failures



NEED NORE INFORMATION?22
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https://www.nrc.gov/about-nrc/cfsi.html

Dan Pasquale, Office of Investigations
Sr. Reactor Systems Engineer

(301) 415-2498
Daniel.Pasquale@nrc.gov

https://www.iprcenter.gov
1-866-DHS-2-ICE
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Plant Support Engineering: Counterfeit and 
Fraudulent Items - Mitigating the Increasing 
Risk, Revision 1 of 1019163     300200276 

Plant Support Engineering: Counterfeit 
and Fraudulent Items - A Self 
Assessment Checklist    1021493

Plant Engineering: Guideline for the 
Acceptance of Commercial-Grade Items 
in Nuclear Safety-Related Applications -
Revision 1 to EPRI NP-5652 and TR-
102260    3002002982 
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Managing Counterfeit and Fraudulent Items in 
the Nuclear Industry - NP-T-3.26 

Procurement Engineering and Supply 
Chain Guidelines in Support of Operation 
and Maintenance of Nuclear Facilities -
NP-T-3.21
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https://www.oecd-nea.org/mdep/common-positions/cp-vicwg-04.pdf
available for public use

Multinational Design Evaluation Programme
Common Position 
CP-VICWG-04

10/23/2018

Vendor Inspection Co-operation 
Working Group

(VICWG)
1. ASN – France
2. CNSC – Canada
3. KINS – South Korea
4. NRA – Japan
5. NNR – South Africa
6. NRC – United States
7. ONR – United Kingdom
8. STUK – Finland
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https://www.oecd-nea.org/mdep/common-positions/cp-vicwg-04.pdf
available for public use

CP-VICWG-04 
General Topics:

1. Information & notification in the case of irregularities 
(including safety culture )

2. Testing and materials (including sharing CFSI information)
3. Inspection of licensees, suppliers, and external parties 

(including identification of “at-risk” procurements)
4. Control of commercial products used in safety-related 

applications (including quarantining of suspected items)
5. Enforcement (including response protocols & collaboration 

with Law Enforcement)
6. Effective CFSI training for all level of participation 
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